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This product carries the CE mark to indicate compliance with the European Directive on Electromagnetic
Compatibility (89/336/EEC). It has been tested to EN55024:1998 and EN55022:1998.

PSE518 MA/SA

Secure Power Switch PSE518 MA (the Master) and PSE518 SA (the Satellite) are a couple of power
control units that enable remotely power control with the highest security over Intranet or Internet.

Secure Power Switch PSE518 MA (the Master) is a power control unit with a built-in Web server, an Ethernet
and a RS232 connection. It enables to control the power supply of 8 Power Outlets through an Ethernet
connection. The number of controlled Power Outlets can be extended up to 136 by cascading up to 16
Power Switch Satellite to the PSE518 MA (Master). It supports a maximum load of 2x10A through 2 separate
power inputs.

This high security unit offers HTTPS protocol with Web browsers that support SSL version 2 or 3.

It also supports plenty of control options, like IP devices monitoring, external temperature/humidity sensors
and dry contacts. It is able to send Syslog information and e-mails, and to record all events into a time-
stamped log file.

Secure Power Switch Satellite is a power control unit with a serial connection. It enables to control the power
supply of 8 Power Outlets either through a serial RS232 or RS485 connection. The number of the controlled
Power Outlets can be extended up to 128 by cascading up to 16 Power Switch Satellite.

Like the Master, this unit has two separate power inputs to increase the security and the load available on
the power outlets.

RoHS

COMPLIANT
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Chapter Description

Chapter 1  Safety Instructions
This chapter contains important safety instructions you should know before working with
Power Switch Master and Satellite.

IMPORTANT SAFETY INSTRUCTIONS TO BE READ

This warning symbol means danger. You are in a situation that could cause bodily injury.
Before you work on any Power Switch device:

- be aware of the hazards involved with electrical circuitry

- be familiar with the practices for preventing accidents

SAVE THESE INSTRUCTIONS !

Chapter 2 Package list
This chapter introduces you to the Power Switch Master and Satellite Packing List. It also
introduces the Power Switch accessories (temperature sensor, temperature/humidity sensor
and the 1/0O Extension Board)

Chapter 3 Diagram
This chapter describes the Front and Back Panel of the Power Switch Master
and the Power Switch Satellite.

Chapter 4 Installation the Power Switch Master
This chapter describes how to install the Power Switch Master.

Chapter 5 Configuring the Power Switch Master
This chapter describes how to configure the Power Switch Master.

Chapter 6 Controlling the Power Outlets
This chapter describes how to control the Power Outlets of the Master and the Satellite over
IP.

Chapter 7 Installation the Power Switch Satellite
This chapter describes how to install the Power Switch Satellite.

Chapter 8 Controlling the Power Outlets of Power Sw itch Satellite using a terminal connection
This chapter describes how to control the Power Outlets of the Power Switch Satellite.

Chapter 9 Accessories
This chapter describes the accessories, which can be connected to the Power Switch
Master.

Annexes  Ping and Scan method
Commonly used ports
SysLog Messages: Severity Level Definitions
Pinout of the RJ11 6/6 x-Bus connector
Technical Data




CHAPTER 1:Safety instructions

1. Safety instructions: to read before use!

English

NOTE

In the following instructions "Power Switch device" refers to both devices Power Switch Master and Power Switch Satellite.

» The Power Switch devices can only be installed uslified people with the following installation ande
instructions. The manufacturer disclaims all resitaifity in case of a bad utilization of the Pov@witch devices
and particularly any use with equipments that nayse personal injury or material damage.

* This equipment is designed to be installed on acdgéetl circuit that must have a circuit breakefuse protection.

» The electrical power sockets used to plug the p@eais of the Power Switch devices must be closkedd®ower
Switch devices and easily accessible.

» Check that the power cords, plugs and socketsxagedd condition.

» The Power Switch devices can only be connecteldraztwire 230 VAC (50-60Hz) sockets.

» Always plug the Power Switch devices into propergunded power sockets (two poles plus ground).
» Never exceed 10 Amp total load for each group pbwer outlets of an Power Switch device.

» The Power Switch devices are intended for indoerardy. Do NOT install them in an area where exgessioisture
or heat is present.

» Always disconnect the 2 (two) power cords of thev®oSwitch device if you want to intervene on tlever Switch
device or on the equipment powered from the PowetcB device.

» The Power Outlets of the Power Switch devices ateincuit breakers! If you want to intervene oruggnents
connected to an Power Switch device you must disectrthese equipments from the Power Switch device.

» Do NOT attempt to disassemble the Power Switchadayithey contain potentially hazardous voltages.

» The Power Switch devices contain no user serviegadlts and repairs are to be performed by fat¢tainyed service
personnel only.

» Always use a shielded cable for the Ethernet cdiorec
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Consignes de sécurité : a lire avant utilisation !

Francais

Remarque

Dans les consignes suivantes, "équipements Power Switch" fait référence aux deux produits Power Switch Master et Power Switch
Satellite.

e Les équipements Power Switch ne peuvent étre iéstqlie par un personnel qualifié. Le fabricantidédoute
responsabilité en cas de mauvaise utilisation degpéments Power Switch et tout particulierementan
d'utilisation avec des équipements pouvant occagpdes blessures corporelles ou des dommagesetatér

» Les équipements Power Switch sont destinés aré&tallés sur un ou plusieurs circuits électriquediék protégés
par des disjoncteurs ou des fusibles.

» Les prises secteur utilisées pour brancher lesoosrdecteur d’alimentation des équipements Powéctsdoivent
étre a proximité des équipements Power Switchaiefaent accessibles.

» Vérifiez que les cordons secteur d’alimentation,dennecteurs et les prises secteur sont en bon éta

» Les équipements Power Switch ne peuvent étre ctémga’a une/des prise(s) secteur a 3 conduct2ymsises +
terre) 230 VAC (50-60Hz).

* Nutilisez que des prises secteur correctementardda terre (deux prises + terre) pour branctecdbles secteur
des équipements Power Switch.

* Ne jamais dépasser un courant total de 10 Amp glmanjue entrée secteur des équipements Power Switch.

» Les équipements Power Switch sont destinés a ilisation intérieure. NE les installez JAMAIS dams endroit
ou regne une humidité ou une chaleur excessive.

» Débranchez TOUJOURS les 2 cordons secteur d'alatientdes équipements Power Switch si vous souhaite
intervenir sur les équipements Power Switch odesuappareils alimentés au travers des équiperRemier
Switch.

e Les prises secteur des équipements Power SwitshmidPAS des coupe-circuits ! Si vous souhaiterenir sur
les appareils alimentés au travers des équiperRemisr Switch vous devez IMPERATIVEMENT débranches ¢
appareils des équipements Power Switch.

* Ne démontez JAMAIS le Power Switch, il y a risq@eathoc électrique !

» Les équipements Power Switch ne contiennent pagedes nécessitant une maintenance. Les éventuelles
réparations ne peuvent étre faites que par un peesbabilité et formé par le fabricant.

» Utilisez toujours un cable blindé pour la connexitthernet.




CHAPTER 2: Package list

2. Package list
2.1 Power Switch units

Power Switch Master

The following items are included:

* 2 Power cables, 230 V/10 Amp, length: 1.80 m

« 1 power adapter 12 VDC for web server auxiliary pogsupply

« 1 serial cable SUB-D 9 points male/female, lengtBO m

» CD including this user guide and the Power Switittd&r program

e Quick Installation guide

Power Switch Satellite

The following items are included:

* 2 Power cables, 230 V/10 Amp, length: 1.80 m

e 1 xBus connection cable, length: 0.30 m

» 1 serial cable SUB-D 9 points male/female, leng80Im
e CD including this user guide

*  Quick Installation guide

2.2 Power Switch accessories (must be ordered separately)

Power Switch Temperatur e sensor

The following items are included:

» 1 xBus connection cable, length: 1.80 m
*  Printed user guide

Power Switch Temperature and Humidity sensor
The following items are included:

e 1 x Bus connection cable, length: 1.80 m
* Printed user guide

Power Switch I/O Extension Board

The following items are included:

« 1SUB D 25 M/M cable, length: 1.80 m

e Printed user guide
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3. Diagram

3.1 The Front Panel of the Power Switch Master

SBS56781234
o L)
oc

@BI.ACK BOX ©

Aucxiliary Power Supply
RJ45 Connector For the Web Server only
Ethernet Network 12 VDC 300 mA
5 LEDs (Group A) SUB-D 25F Connector
A = Power Supply A 8 Inputs / 4 Dry Contact Outputs

1-4 = Status of Outlets 1 - 4

LEDs DC (Dry Contact)

SUB-D9F Connector — Status of Output Contacts 1 - 4

Terminal Connection

RJ11 Connectors LEDs (Group B)

Cascading Connection g : gf\;ﬁ Supply B

5 - 8 = Status of Outlets 5 -8

Dip Switches
x Bus Termination

A1234(LEDs)

Green. Lights up when Power applied on Group A
Red. Status of Power Outlet 1 (On/Off)
Red. Status of Power Outlet 2 (On/Off)
Red. Status of Power Outlet 3 (On/Off)
Red. Status of Power Outlet 4 (On/Off)

AWNPR D>

10/100 (RJ45 Connector)
Network connection 10/100 Mbits/sec

Link (LED)

Off = Network connection not detected

On = Network connection detected

Flashing = the device is sending or receiving data over this port

100 (LED)
Off = 10 Mbits/sec connection
On = 100 Mbits/sec connection

RS232 (SUB-D 9F Connector)
Serial port RS232 with DB-9 female connector

Pinout

2=TxD
3=RxD
5=Gnd




CHAPTER 3: Diagram

xBus

These connectors are used for cascading Power Switch devices together (up to 16 Power Switch Satellite
and up to 16 Temperature / Humidity sensors.

Maximal TOTAL line length: 200 Meters

Term (RS485 Termination DIP Switch)

The xBus interface (RS485) has built-in termination resistors. To enable these resistors slide the two DIP
Switch to the ON position (down).

Termination should be enabled at the two end stations on an RS485 network.

No more than two stations should be terminated on an RS485 network

SB56781234(LEDs)

S Status

On = Power Switch Master software is loaded and functional
Off = power default

1 time repeatedly = power on but not ready

2 times repeatedly = waiting on IP address from DHCP server
3 times repeatedly = SSL key computing in progress (takes several minutes!!!)
4 times repeatedly = System error (contact the manufacturer)
Green. Lights up when Power applied on Group B

Red. Status of Power Outlet 5 (On/Off)

Red. Status of Power Outlet 6 (On/Off)

Red. Status of Power Outlet 7 (On/Off)

Red. Status of Power Outlet 8 (On/Off)

Yellow. Status of Dry contact Output 1 (Open/Closed)

Yellow. Status of Dry contact Output 2 (Open/Closed)

Yellow. Status of Dry contact Output 3 (Open/Closed)

Yellow. Status of Dry contact Output 4 (Open/Closed)

A OWNRFRLPONOOIW

I/O (SUB-D 25F Connector)

Dry Contacts: 4 Outputs and 8 Inputs

Do NOT exceed 24VDC - 20 mA

(see Annexe Table for the Pin configuration)

12 VDC AUX Power Supply

The Web server can be powered either by Power Input A or Power Input B.

To increase the operational safety of the Web server, an auxiliary Power Supply (12 VDC / 300 mA) can be
connected to this input (double insulated, ie. not connected to ground).
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3.2 The Back Panel of the Power Switch Master

6 5 A
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B0 set reord A st tagu [

Power Outlets (Group B) Power Outlets (Group A)
Power Outlets 5 - 8 Power Outlets 1 - 4
230 VAC max 10 Amp 230 VAC max 10 Amp
Power Input B Power Input A
230 VAC - 10 Amp 230 VAC - 10 Amp




3.3 The Front Panel of the Power Switch Satellite

o g <OBLACK BOX

LEDs

A = Power Supply A SUB-D9F Connector
B = Power Supply B — Terminal Connection
1 -8 = Status of Outlets 1 -8

Dip Switches RJ11 Connectors
1 -4 : physical address of device Cascading Connection
5 - 6 x Bus Termination

AB12345678(LEDs)

Green. Lights up when Power applied on Group A
Green. Lights up when Power applied on Group B
Red. Status of Power Outlet 1 (On/Off)

Red. Status of Power Outlet 2 (On/Off)

Red. Status of Power Outlet 3 (On/Off)

Red. Status of Power Outlet 4 (On/Off)

Red. Status of Power Outlet 5 (On/Off)

Red. Status of Power Outlet 6 (On/Off)

Red. Status of Power Outlet 7 (On/Off)

Red. Status of Power Outlet 8 (On/Off)

o~NOoOUWNE T

Dip Switches
1 - 4: physical address of device
5 - 6: xBus Termination

RS232 (SUB-D 9F Connector)

RS232 serial port with DB-9 female connector
Pinout

2=RxD

3=TxD

5=Gnd

xBus (RS485)

These connectors are used for cascading Power Switch devices together, up to 16 Power Switch Satellite
and up to 16 Temperature / Humidity sensors.

Maximal TOTAL line length: 200 meters
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3.4 The Back Panel of the Power Switch Satellite

A

) [ T

Power Outlets (Group B) Power Outlets (Group A)
Power Outlets 5 - 8 Power Outlets 1 -4
230 VAC max 10 Amp 230 VAC max 10 Amp
Power Input B Power Input A
230 VAC - 10 Amp 230 VAC - 10 Amp




4. Installation the Power Switch Master

Remark:

Make sure that the Power Switch Master is powered off.
Connection Instructions

1. Use a shielded RJ45 Network Cable to connect your Power Switch Master to the network.

2. Use appropriated three-wire Power Cords (two poles plus ground) to connect your electrical devices to
the Power Switch Master unit.

3. Plug the 2 power cables into 2 grounded sockets. The Power Supply LED of group A and of group B light
on to confirm that power is on.

4. You can now configure the Power Switch Master by following the indications of the chapter
"Configuration of the Power Switch Master" or, if necessary, install the Power Switch Satellite as
indicated hereafter.
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5. Configuring the Power Switch Master

To use the Power Switch Master on your network, you must first configure its network parameters. Ask your
network administrator for the parameters to use.

There are three different methods to configure the Power Switch Master:

Method 1:
Through a network using the Power Switch Finder Program (on the delivered CD).

It is the simplest and fastest configuration method if you use Windows as operating system. We suggest that
you use this program at least during the first configuration: it allows you to configure your Power Switch
Master through your local network even if its network parameters (IP Address, Subnet mask and Port) are
not compatible with those of your PC or your local network.

If you decide to use this method you can directly go to chapter "Configuring the network settings of the
Power Switch Master with the Finder Program".

Method 2:
Through a network using a Web browser (Internet Explorer > 6.0 or Netscape > 6.1).

This method can only be used if the network parameters of the Power Switch Master (IP Address, Subnet
mask...) have already been configured using either the Power Switch Finder program (Method 1) or using a
Terminal program (Method 3).

For the first configuration you can also change the Network parameters of your PC according to the default
settings of the Power Switch.

Default Network parameters:

IP address 192.168.100.200
Subnet mask 255.255.255.0
Gateway no address
Protocol https

Port 443 (https 1)

If you decide to use this method you can directly go to the chapter "Configuring the network settings of the
Power Switch Master with a browser".

Method 3:
Through a RS232 serial connection using a Terminal connection.

If you use a PC, use the supplied serial cable and a Terminal program such as Windows HyperTerminal or
the MicroTerminal program on the CD (folder miscellaneous).

If you decide to use this method, you can directly go to the chapter "Configuring the network settings of the
Power Switch Master through a Terminal connection".




CHAPTER 5: Configuring the Power Switch MA

5.1 Configuring the network settings of the Power Switch Master with the Finder Program

Remarks:

The Power Switch Master and the PC used to configure it, have to be connected on the same segment of the network. The protocol of
this program can not be routed so it can not be used to configure the Power Switch through a WAN or the Internet.

This program does not work if the administrator has deactivated it in the configuration of the Power Switch Master (for security reasons
for example).

1. Start the PS-Finder.exe program on the CD-ROM.
The Power Switch Finder window appears.

d Power Switch Finder
Eile Hglp

a @& o %

2. In the tool bar click on the first left button or choose the File/Scan Menu. The program browses the
segment on which is connected your PC and displays the name, the type, the IP and MAC Address of
the connected Power Switch.

3. In the tool bar click on the second left button or choose the File/Configure Menu. The properties dialog
box appears and you can now configure the network parameters.

22 Properties Elﬁ|@

General l
Uze the following |P Address
DHCP O
IP Address : 1592 168,100,200
Subnet Mask - 255,265,255, 0
Gateway : o.o0.0.0
DM5T: o.o0.Qq.a0
DMS52: o.o0.0.0
Yersion
Yersion : 2003
Canfiguration
Finder autharized :
HTTPS Access ()
HTTP Access ®
oK | Cancel |

This page enables to define all IP parameters of the Power Switch Master device and displays the version
of the Firmware. The HTTPS Protocol is enabled and the Finder Program is authorized at factory settings.
Il To achieve the highest security level, we suggest to disable the configuration using the Finder program
after the first installation.
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DHCP

If this check box is selected, the web server will automatically initialise the IP address from a DHCP host and
disable manual IP address setup. Note that use of DHCP (Dynamic Host Configuration Protocol) requires a
DHCP host to be set up on the network.

IP Address

IP address of Power Switch Master, default is 192.168.100.200.

Subnet Mask

Subnet Mask of Power Switch Master, default is 255.255.255.0.

Gateway

Generally the address of your router, default is blank.
DNS 1

Primary DNS (Domain Name Server), default is blank.
DNS 2

Secondary DNS, default is blank.

Version
Firmware version of the Power Switch Master

Finder authorized

The Network parameters of the Secure Power Switch Master can also be configured through a Local Area
Network using the provided Finder Program. It is a simple and fast configuration method if you use Windows
as operating system.

I The Finder Program is enabled as default value. For security reasons we suggest to disable the
Finder program after the first configuration.

HTTP /HTTPS Access

These options enable to choose between the standard HTTP and the HTTP over SSL protocol.

HTTPS encrypts and decrypts the page requests and page information between the client browser and the
web server of the Power Switch Master using a Secure Socket Layer (SSL). HTTPS by default uses port 443
and HTTP the port 80. A URL beginning with HTTPS indicates that the connection is encrypted using SSL.
SSL transactions are negotiated by means of a Key-based encryption algorithm between your browser and
the web server of your Power Switch Master.

The HTTPS protocol is enabled as default value to achieve the highest security level.
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5.2 Configuring the network settings of the Power Switch Master through a Terminal connection

Remarks:

For security reasons, we advise you to disable the Finder program after the first installation. This program does not use SSL
technology, it is only intended for a first quick installation over the LAN.

If you change the IP address, the system needs to compute new SSL keys. This operation takes several minutes and the LED marked
"S" on the front panel blinks 3 times repeatedly during all the process. During all this time, you cannot login.

1. Use the supplied RS232 serial cable to connect the serial port marked RS232 on the front panel of the
Power Switch Master to an available serial port of your PC.

2. Run a terminal program such as Windows HyperTerminal or the MicroTerminal program on the CD
(“Miscellaneous” folder).

3. Configure the appropriate serial port with the following settings: 9.600 bauds, 8 bits, no parity, 1 stop bit
and no flow control. If you use the MicroTerminal program on the supplied CD-ROM (“Miscellaneous”
folder) you only have to choose the used serial port, this program is already configured at 9600,n,8,1.

4. On your computer, press <ENTER> until the configuration's menu appears on your screen, then press
"M" and follow the menu to configure the network parameters of your Secure Power Switch Master.

The serial connection also enables you to use following commands.

/view og Displays the log file
/initlog Clears the log file
/i nitssl key Conput es new SSL keys (needs several mnutes!)

/i nitadm naccount Restores default administrator password
/ rest or ef act conf Restores to factory default settings
/hel p Di splays this help

/? Di splays this help
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5.3 Configuring the network settings of the Power Switch Master with a browser

Remarks:

In order to be able to access the Web server of the Power Switch Master, you must before have configured its network parameters (ask
your network administrator for the parameters to use).

The Web server of the Power Switch Master works with Internet Explorer Version 6.0 or higher and with Netscape Version 6.1 or higher.

1. Start your Web browser.

2. Type the IP address of your Power Switch Master following by /sysadmin.htm to access to the
configuration page.
Example: http://192.168.1.180/sysadmin.htm
The browser displays the authentication dialog box.

Mot de passe réseau E|

% Une connexion & ce site Web sécurizé (192 168.1.180) est nécessaire.

Entrez le mot de passe et le nom d'utilizateur que vous utilisez pour
User.

Mom de lutiisateur |admin |

xxxxx

(] 4 | Annuler

3. Enter the administrator name and password then click on OK
(default values = admin for name and password).
The configuration page is displayed, allowing you to set all the parameters of the Power Switch Master.
There are four main tabs: General, Settings, Misc and Help. Additional tabs will be available after you
click one of the main tabs.

Secure Power Switch

1P Configuration

J IP Configuration 7]

CHGP Client enabled -
1P Address
Subnet Mask

Default Gateway

Secondary DHS Servar

Finder Program enabled 4
HTTPS Aceess

HTTP decess @ HTTP Fort g0 |

(3 LoGouT ] DISCARD CHANGES (&) APPLY CHANGES




CHAPTER 5: Configuring the Power Switch MA

5.3.1 GENERAL /1P CONFIGURATION PAGE

This page enables you to define all the IP parameters of the Power Switch Master device (IP Address,
Subnet Mask, Default Gateway, Primary and Secondary DNS Server).
NETWORK SERVICES

Secure Power Switch

IP Configuration |

d IP Configuration ]

DHCP Client enabled r
IP address
Subnet Mask

Default Gateway

Secondary DNS Server

Finder Program enabled 2
HTTPS Access (2

HTTP Access @ HTTP Port

&3 Logour il DISCARD CHANGES £ APPLY CHANGES

DHCP Client enabled

If this check box is selected, the web server will automatically initialize the IP address from a DHCP host and
disable manual IP address setup. Factory default setting for this option is enabled.

Il Use of DHCP (Dynamic Host Configuration Protocol) requires a DHCP host to be set up on the network.

IP Address

IP address of Power Switch Master, default is 192.168.100.200.

N If you change the IP address, the system needs to compute new SSL keys. This operation takes several
minutes and the LED marked "S" on the front panel blinks 3 times repeatedly during all the process. During
all this time, you cannot login.

Subnet Mask:

Subnet Mask of Power Switch, default is 255.255.255.0.

Default Gateway:

Generally the address of your router, default is blank

Primary DNS Address

Primary DNS (Domain Name Server), default is blank

Secondary DNS Address

Secondary DNS, default is blank

Finder Program enabled

The Network parameters of the Power Switch Master (IP address, Default Gateway...) can also be
configured through a network using the provided Finder Program. It is the simplest and fastest configuration
method if you use Windows as an operating system.

If you do not want to use the Finder Program, uncheck the box "Finder program enabled".

HTTP / HTTPS Access

These options enable to choose between the standard HTTP and the HTTP over SSL protocol. HTTPS
encrypts and decrypts the page requests and page information between the client browser and the web
server of the Power Switch Master using a Secure Socket Layer (SSL). HTTPS by default uses port 443 and
HTTP the port 80. A URL beginning with HTTPS indicates that the connection is encrypted using SSL. SSL
transactions are negotiated by means of a Key-based encryption algorithm between your browser and the
web server of your Power Switch Master. The HTTPS protocol is enabled as default value to achieve the
highest security level.

HTTP Port

Port used for http connections, default is 80

LOGOUT

Click "Logout" at the bottom of the page to exit the session without saving changes.

DISCARD CHANGES

Click "Discard Changes" at the bottom of the page to discard all the changes you have made on this page.
APPLY CHANGES

Click "Apply Changes" at the bottom of the pagsdwe changes.
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5.3.2 GENERAL / SYSTEM TIME PAGE

The system time of the Power Switch Master is used to synchronize scheduling actions and to timestamp
e-mails and system logging activities. The system time can be set manually (with the browser time of the
connected computer) or automatically (with a NTP timeserver).

<>’BLACK BOX Secure Power Switch

NETWORK SERVICES

& System Time a

Current System Time

Use Brawser Time ol

Use NTP Server & Refresh Time

Primary

Tirne Zone

<l

Daylight Saving Time

<l

E3 LoGcouTt [ DISCARD CHANGES ) APPLY CHANGES

Current System Time

This field shows the current system time of the Power Switch Master. As the system time is displayed
through the browser, a small difference (1 to 2 sec) can appear as compared to the exact hour. The system
time is nevertheless correct.

Use Browser Time

If you want to set the system time using the current Browser time of your PC, select this option and click on
the button "Set System Time".

Use NTP Server

If you want to set the system time using a NTP timeserver, select this option, choose a refresh interval

and enter the IP address of the timeserver you wish to use in the "Primary" field. The address of a second
timeserver can be specified in the "Secondary" field. The secondary time server is optional and is used only
if the primary timeserver is not available. You can enter either the hostname or the IP address of a NTP
server. Note that NTP uses port 123/UDP.

Example: time.PowerSwitch.net or 192.168.1.252

Time Zone

Set the time zone corresponding to your location. The system clock will subsequently show local time.
Without setting this, the system clock will show UTP. Setting a time zone is only relevant if you are
synchronizing with an NTP server.

Daylight Saving Time

If you want to set Daylight Saving dates, check this box and specify the date you want to use.

LOGOUT

Click "Logout" at the bottom of the page to exit the session without saving changes.

DISCARD CHANGES

Click "Discard Changes" at the bottom of the page to discard all the changes you have made on this page.
APPLY CHANGES

Click "Apply Changes" at the bottom of the page to save changes.
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5.3.3 GENERAL / SMTP PAGE

The Power Switch Master can be configured to send e-mails to addresses specified in the Settings/Rules
Tab. To send e-mails, you will need a SMTP server on the network and you will have to configure the
following parameters:

<> BLACK BOX Secure Power Switch

NETWORK SERVICES

&3 SMTP Configuration a

SMTP Client enabled v

SMTP Port

From (e-mail Address)

i3 Locour ] DISCARD CHANGES ] APPLY CHANGES

SMTP Client enabled

Check this box if you want the Power Switch Master to be able to send e-mails.

SMTP Server Address

In this field, enter the address of the e-mail server you want to use.

You can enter either the hostname or the IP address of a NTP server.

Example: smtp.yahoo.com or 127.0.0.1

SMTP Port

In this field, enter the Port Number you want to use, default and usual value is 25.

From Address

In this field, enter the E-Mail address that Power Switch Master messages will appear to come from. This
should be a valid address (generally servers reject messages that don't have a valid form address).

LOGOUT

Click "Logout" at the bottom of the page to exit the session without saving changes.

DISCARD CHANGES

Click "Discard Changes" at the bottom of the page to discard all the changes you have made on this page.
APPLY CHANGES

Click "Apply Changes" at the bottom of the page to save changes.
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5.3.4 GENERAL / SNMP PAGE

SNMP protocol enables to remotely read out the status of all power outlets and the values of all sensors
(temperature and/or humidity). It also enables to control individually all power outlets and all groups of power
outlets.

BOX Secure Power Switch
NETWORK SERVICES

&3 SNMP Configuration a

SHMP enabled i~
Contact

Marme

Location

Read Community

wirite Comnmunity

<l

Trap Community

<l

Trap Destination 1

<l

Trap Destination 2

1
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SNMP enabled

Check this box if you want to enable the SNMP protocol.

Contact

In this field, enter the name you want to give to the contact field. The name can be from 1 to 64 characters
long, and can contain alphanumeric characters. Default name is "contact".

Name

In this field, enter the name you want to give to the Name field. The name can be from 1 to 64 characters
long, and can contain alphanumeric characters. Default name is "name".

Location

In this field, enter the name you want to give to the Location field. The name can be from 1 to 64 characters
long, and can contain alphanumeric characters. Default name is "location".

Read Community

In this field, enter the name you want to give to the Read Community field. The name can be from 1 to 64
characters long, and can contain alphanumeric characters. Default name is "public".

Write Community

Check this box if you want to be able to control the power outlets through a MIB browser. In the following
field, enter the name you want to give to the Write Community. The name can be from 1 to 64 characters
long, and can contain alphanumeric characters. Default name is "private".

Trap Community

Check this box if you want to configure the Power Switch SNMP agent to send traps to a community. In the
following field, enter the name you want to give to the Trap Community. The name can be from 1 to 64
characters long, and can contain alphanumeric characters. Default name is "trap”.

Trap Destination 1

Check this box and enter the primary SNMP Server address the traps will be sent to.

Trap Destination 2

Check this box and enter the secondary SNMP Server address the traps will be sent to.

LOGOUT

Click "Logout" at the bottom of the page to exit the session without saving changes.

DISCARD CHANGES

Click "Discard Changes" at the bottom of the page to discard all the changes you have made on this page.
APPLY CHANGES

Click "Apply Changes" at the bottom of the page to save changes.




CHAPTER 5: Configuring the Power Switch MA

5.3.5 GENERAL / TOOLS PAGE

This page enables you to save and download the current system settings. It also enables you to restore the
factory settings.

BLACK BOX Secure Power Switch
ETWORK SERVICES

&) Tools a
Save Settings To Local Hard Drive Save MIB To Local Hard Drive

Load Settings From Local Hard Drive

Restore To Factory Default Settings

Restore

& Logout

Save

Click this button to save the current system settings onto the local hard drive.

Load

Click this button and select a setting file you want to download to the Power Switch.
Restore

Click this button if you want to restore the factory default settings.

Save MIB
Click this button if you want to download the Power Switch Master MIB file onto your local hard drive.

LOGOUT
Click "Logout" at the bottom of the page to exit the session without saving changes.
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53.6 SETTINGS/ ACCOUNTS PAGE

This page is used to create, activate, deactivate, modify and delete accounts.
- To create an account, click on "Add a New Account" on the right side of the page.

<BLACK BOX i
% Secure Power Switch
NETWORK SERVICES
[Senera ] eevings [rmc ] ieio ]
Accounts Groups Power Outlets Sensors 170
Accounts Add a New Account a
Activated |User Name Access Edit |Delete
I admin administrator | (@ | @

EdLocouT [l DISCARD CHANGES [ APPLY CHANGES

A new page appears, allowing you to set all parameters of the account.

- To activate or deactivate an account, check or uncheck the corresponding checkbox.
- To modify an account, click on "Edit" of the corresponding account.

- To delete an existing account, click on "Delete" of the corresponding account.

> BOX Secure Power Switch
NETWORK SERVICES
[General | setungs [“misc | el |
Accounts Groups Power Dutlets Sensors
Add a New Account a
Confirm Password [

Groups

Device

Power Qutlets

Sensor

Sensor Typs

Inputs

Ouputs
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User Name

In this field, enter the name you want to give to the user. The name can be from 1 to 32 characters long, and
can contain alphanumeric characters.

Password

In this field, enter the password you want to give to the user. The password can be from 4 to 32 characters
long, and can contain alphanumeric characters.

Confirm Password

In this field, enter again the password.

Groups

In this field, you will find all the created groups. If no group has been created, this field is empty.

To add a group or groups of power outlets to the account you are creating, press the Ctrl key and click on the
group(s) you want to add. The selected groups are marked dark blue and their names are listed at the right
of the field "Groups".

Device

In this drop-down list, choose a device from which you want to add power outlets to the current account.
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Power Outlets

This field is used to add and remove power outlets to/from the current account.

- To add power outlets to the current account, press the Ctrl key and click on the power outlets of the device
selected in the field above. The selected power outlets are marked dark blue and their names are listed at
the right of the field "Power Outlets".

Sensor

In this drop-down list, choose the sensor box you want to add to the current account.

The Power Switch Master supports up to 4 sensor boxes (currently for temperature or temperature and

humidity) identified by ID Codes T1 to T16. A character between brackets can follow this ID Code:

- The "X" character means that the corresponding sensor is physically not connected.

- The "I" character means that the corresponding sensor is physically connected but not activated. If you
want to activate it, go to the "Settings/Sensors" tab.

- The " " character (blank) means that the corresponding sensor is physically connected and activated.>

Sensor Type

This field is used to add and remove sensor types to/from the current account.

- To add sensor types (temperature or humidity) to the current account, press the Ctrl key and click on the
sensor types device selected in the field above. The selected sensors are marked dark blue and their
names are listed at the right of the field "Sensor types".

- To remove a sensor type, press the Ctrl key and click on the sensor type you wish to remove.

Inputs

This field is used to add and remove Inputs to/from the current account.

- To add the I/O extension module or an digital Input to the current account, press the Ctrl key and click on
the digital Input selected in the field above. The selected digital inputs are marked dark blue and their
names are listed at the right of the field "Inputs".

- To remove a digital Input, press the Ctrl key and click on the digital Input you wish to remove.

Outputs

This field is used to add and remove digital Outputs to/from the current account.

- To add a digital Output to the current account, press the Ctrl key and click on the digital Output selected in
the field above. The selected digital Outputs are marked dark blue and their names are listed at the right of
the field "Outputs".

- To remove a digital Output, press the Ctrl key and click on the digital Output you wish to remove.

LOGOUT

Click "Logout" at the bottom of the page to exit the session without saving changes.

DISCARD CHANGES

Click "Discard Changes" at the bottom of the page to discard all the changes you have made on this page.
APPLY CHANGES

Click "Apply Changes" at the bottom of the page to save changes.
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5.3.7 SETTINGS/ GROUPS PAGE

This page is used to manage groups of power outlets. This functionality is particularly useful if you have to
control the power supply of devices using redundant power supplies.

You can create groups including several power outlets distributed on a Power Switch Master and several
Power Switch Satellite.

<>BLACK BOX Secure Power Switch

NETWORK SERVICES

[GeneralT sceinos [ o]
ts Groups

& Groups Add a New Group a

Activated | ID |Group Name Edit |Delete
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This page is used to create, modify and delete groups.

-To add a new group click on "Add a New Group" on the right side of the page. A new page appears
allowing you to set all parameters of the group.

- To delete an existing group, click on "Delete" of the corresponding device.

- To add/remove power outlets to/from an existing group, click on "Edit" of the corresponding group.

<>’BLACK BOX Secure Power Switch

NETWORK SERVICES

&3 Add a New Group a

Group 1D

Group Name

Device

Power Outlets
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Group Id

The Power Switch Master automatically creates an ID Code to clearly identify each group of Power Outlets.

All the ID Codes used to identify groups start with the character "G".

Group Name

In this field, enter the name you want to give to the group. The name can be from 1 to 32 characters long,

and can contain alphanumeric characters.

Device

In this drop-down list choose a Power Switch from which you want to add power outlets to the group.

Power Outlets

This field is used to add/remove power outlets to/from the group.

- To add power outlets to the group, press the Ctrl key and click on the power outlets of the Power Switch
device selected in the field above. The selected power outlets are marked dark blue and their names are
listed at the right of the field "Power Outlets".

- To remove a power outlet from the group, press the Ctrl key and click on the power outlet you wish to
remove.

LOGOUT
Click "Logout" at the bottom of the page to exit the session without saving changes.
DISCARD CHANGES

Click "Discard Changes" at the bottom of the page to discard all the changes you have made on this page.
APPLY CHANGES

Click "Apply Changes" at the bottom of the page to save changes.
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53.8 SETTINGS/ POWER OUTLETS PAGE

This page is used to configure all the power outlets of the Power Switch Master and all Power Switch
Satellite.

<~’BLACK BOX i
< DLAGK BUA Secure Power Switch
[[General T setngs [“isc ] hels ]
Accounts Groups Power Dutlets Sensors
&3 Power Outlets a
Activated | ID |Device Name Detected | Edit
I3 MO [Master Name Yes 4
r 51 |Satellite 1 Name Yes a
r sz |Satellite 2 Name No 4
r §3 |Satellite 3 Name No 4
r 54 |Satellite 4 Name No a
r §5 |Satellite 5 Name No 49
r 56 |Satellite 6 Name No 4
r 57 |Satellite 7 Name No a
r S8 |Satellite 8 Name No 49
r 89 |Satellite 9 Name No 4
r 510 |Satellite 10 Name No a
r 511 |(Satellite 11 Name No 49
r 512 |Satellite 12 Name No 4
r 513 |Gatellite 13 Name No 4
r S14 [Satellite 14 Name No 4
r S15 |Satellite 15 Name No 4
r 516 |Satellite 16 Name No 4
i3 Logout () DISCARD CHANGES 2] APPLY CHANGES

The main page is also very useful to give an overview of all the Power Switch Satellite that are activated and
detected by the Power Switch Master.

- The Power Switch Master can not be deactivated.

-To activate an Power Switch Satellite check the box "Activated" of the corresponding Power Switch
Satellite.

- To deactivate an Power Switch Satellite uncheck the box "Activated" of the corresponding Power Switch
Satellite. Even if the device remains physically connected to the Master, its power outlets will no longer be
accessible by its authorized users.

- To configure or modify the settings of an Power Switch device, click on "Edit" of the corresponding device.
A new page appears allowing you to set all parameters of the power outlets.
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<>>BLACK BOX Secure Power Switch

NETWORK SERVICES

&3 Master a

Default  Power Up  Delay hefore

. b
(o] Designation Harme estart (sec)

Device
MOl Power Outlet 1
M0z Power Qutlet 2
M03  Power Outlet 3

M4 Power Outletd

MO0S  Power Qutlet§

MO&  Power Outlet &

=

MOF  Power Outlet 7

o
o«

o

2

@
=

ii

M0g  Power Qutlet §

(3 LoGgout ] DISCARD CHANGES 2] APPLY CHANGES

ID

The Power Switch Master automatically creates an ID Code to clearly identify each Power Outlet.

- All the ID Codes used to identify the power outlets of an Power Switch Master start with the character "M"

followed by a number identifying each power outlet.

- All the ID Codes used to identify the power outlets of an Power Switch Satellite start with the character "S"

followed by a number identifying each power outlet.

Name

In this field, enter the name you want to give to the selected device and to each of its power outlets. The

name can be from 1 to 32 characters long, and can contain alphanumeric characters.

Default Power-Up Delay

In the drop-down list choose for each power outlet the default status to apply after power-up.

You can choose between:

- On if you want the corresponding power outlet to be always switched to On after power-up.

- Off if you want the corresponding power outlet to be always switched to Off after power-up.

- Last Status if you want that the corresponding power outlet takes again the state it was in the before power
failure.

Delay before Restart

In this field, enter the Restart Delay you want to define for each power outlet. Restart delay means how long

the plug will remain Off before to be switched On again.

The delay can be set between 0 and 65535 seconds.

LOGOUT

Click "Logout" at the bottom of the page to exit the session without saving changes.

DISCARD CHANGES

Click "Discard Changes" at the bottom of the page to discard all the changes you have made on this page.
APPLY CHANGES

Click "Apply Changes" at the bottom of the page to save changes.
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539 SETTINGS/ SENSORS PAGE

This page is used to configure the temperature and humidity sensors.

& Bl.ACK BOX Secure Power Switch
NETWORK SERVICES

& sensors a

Activated | ID |Sensor Name Detected | Edit

W T1 |Sensor 1 Name Yes 4
r T2 |sensor 2 Name ¥ 49
r T3 |Sensor 3 Name N 4
r T4 |Sensor 4 Name N 4
r T5 |sensor 5 Name N 49
r T6 |Sensor 6 Name N 4
r T7? |Sensor 7 Nam N 4
r T8 |Sensor 8 Nam N 49
r T9 |Sensor 9 Nam N 4
r T10 (Sensor 10 Nam N 4
r Ti1 |Sensor 11 Nam N 49
r Ti2 |Sensor 12 Nam N 4
r Ti3 [Sensor 13 Nam N 4
r T14 |Sensor 14 Nam N 49
r T1i5 |Sensor 15 Nam N 4
r Ti6 [Sensor 16 Nam N a

&3 LogouT i) DISCARD CHANGES & APPLY CHANGES

- To activate a Sensor check the box "Activated" of the corresponding device.

- To deactivate a Sensor uncheck the box "Activated" of the corresponding device. Even if the device
remains physically connected, it will no longer be accessible by its authorized users.

-To configure or modify the settings of a sensor device, click on "Edit" of the corresponding device.

A new page appears allowing you to set all parameters of the sensor device.

.-"X._-T';B[ACK BOX‘ Secure Power Switch

NETWORK SERVICES

Sensor Type
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Sensor Id

The Power Switch Master automatically creates an ID Code to clearly identify each Sensor. All the ID Codes
used to identify Sensors start with the character "T" followed by a number identifying each Sensor.

Sensor Name

In this field, enter the name you want to give to the selected sensor. The name can be from 1 to 32
characters long, and can contain alphanumeric characters.

Sensor Type

In this drop-down list, choose the sensor type you want to use.

LOGOUT

Click "Logout" at the bottom of the page to exit the session without saving changes.

DISCARD CHANGES

Click "Discard Changes" at the bottom of the page to discard all changes you have made on this page.
APPLY CHANGES

Click "Apply Changes" at the bottom of the page to save changes.
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53.10 SETTINGS/1/0

This page is used to configure the digital Inputs and Outputs of the Secure Power Switch.
All the name can be from 1 to 32 characters long and can contain alphanumeric characters. The pulse delay
can be set between 1 and 65535 seconds.

The Secure Power Switch (Master) uses ID Codes to identify the digital inputs and outputs. You will have to
know this code if you want to create rules.

"100" is used to identify the I/O Extension Module

"101" to "I08" are used to identify the 8 dry contact inputs

"O01" to "O04 are used to identify the 4 dry contact outputs”

<>’BLACK BOX Secure Power Switch
NETWORK SERVICES
==
Accounts Groups Power Outlets Sensors 1/0 Rules
Inputs a

jiu] Designation

jali] 1/0 Extension Madule

W1 Inputl
0z Inputz
03 Input3
04 Inputd
05 Inputs
06 Inputs

7 Input 7

& Inputs

Outputs

jis] Designation Hame Pulse Delay
(sec)

001 Outputl

ii

002 Output 2

003 Output 3

=

o04  Outputd Output 4 Name

=

EdLocouT [l DISCARD CHANGES [ APPLY CHANGES
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53.11 SETTINGS/RULESPAGE

Rules are used to control actions according to a specific event. For example, you can define a rule to switch
a power outlet OFF and send an e-mail to a specific user when a predefined temperature is reached or a
contact is open.

This page is used to create, modify and delete rules.

- To add a new rule, click on "Add a New Rule" on the right side of the page.
A new page appears, allowing you to set all the parameters of the rule.

- To remove an existing rule, click on "Delete" of the corresponding rule.

- To modify a rule, click on "Edit" of the corresponding rule.

A total of 255 rules can be created and there are 6 different types of rules.

Secure Power Switch
NETWORK SERVICES

| General | settings | mise [ velp |

&3 Rules Add a New Rule a

Activated | ID |Rule Name Edit [Delete

B LoGOUT [ DISCARD CHANGES [ APPLY CHANGES

Ping Monitoring Rule

This rule is used to control actions according to the response to a Ping command.

Scan Monitoring Rule

This rule is used to control actions according to the response to a Scan command.

Dry Contact Monitoring Rule

This rule is used to control actions according to the state of a dry contacts (for example, the dry contact could
be connected to a door contact or a fog sensor).

Power Supply Monitoring Rule

This rule is used to control actions according to the state of the power supplies of any Master or Satellite
Unit.

Schedule Rule

This rule is used to control actions according to the scheduler of the Master Unit.

Environment Rule

This rule is used to control actions according to environment values (temperature and/or humidity).
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5.3.12 PING MONITORING RULE

This rule can be used to check if a computer or any IP device is connected to the network. It sends ping
packets and listens for replies from the specific host (for more details, see Annexes "Ping and Scan
method").

Secure Power Switch

Rule ID

Rule Hame

Rule Type

1P Device to monitor [oooo ]
Wait Time for Answer I ---
Interval between Requests I -
Mumber of unsuccessful Requests
berore Action o
Delay before First Request after
P U [
) Set Power
Type of Action [
™ SetGroup
Set Dry
T Contact
Send Syslog
™ essage
Send Trap
™ Message
I Mailto
r Mail to

Syslag /
Trap / Mail
Message

(3 LoGour i) DISCARD CHANGES ) APPLY CHANGES

Rule ID

The Power Switch Master automatically creates an ID code to clearly identify each rule. All the ID codes
used to identify rules start with the character "R" followed by a number.

Rule Name

In this field, enter the name you want to give to the rule. The name can be from 1 to 32 characters long, and
can contain alphanumeric characters.

Rule Type

In this field is displayed the type of the rule you are configuring (Ping Monitoring Rule in that case).

Rules are used to control actions according to specific events. After choosing the type of the rule in the drop-
down list, you will have first to configure the event and then to configure the actions to perform.

IP device to monitor

In this field, enter the IP address of the IP device that you want to monitor using the Ping command.

Wait Time for Answer

In this field, define the delay in seconds for the answer timeout. The delay can be set between 1 and 10
seconds.

Interval between Requests

In this field, define the delay in seconds between ping commands sent to the IP device to monitor. The delay
can be set between 30 and 65535 seconds.

Number of unsuccessful Requests before Action

In this field, define the number of Ping commands to send to the IP device before executing the actions. The
number can be set between 1 and 65535 seconds.

Delay before first Request after Power Up

In this field, define the time in seconds before restarting the monitoring after the reboot action.

The delay can be set between 30 and 65535 seconds.
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Type of action
For the Ping Monitoring Rule defined above, you can choose and configure the following actions:

Set Power Outlet

Check this box and in the corresponding drop-down list, choose the power outlet the rule will apply to. In the
next corresponding drop-down list, select the action to execute. Each power outlet can be switched On/Off
and restarted. If you choose "restart" you will also be able to define a restart delay between 0 and 65535
seconds.

Set Group

Il This type of action appears and can be configured only if you already have created at least one group
(Settings/Groups Tab).

Check this box and in the corresponding drop-down list, choose the power outlet group the rule will apply to.
In the next corresponding drop-down list, select the action to execute.

Each power outlet group can be switched On/Off and restarted. If you choose "restart" you will also be able
to define a restart delay between 0 and 65535 seconds.

- If you choose 0 second for the delay, the delay will be the delay defined in the "Power Outlets Page".

- If you choose a delay different from 0, the delay will replace the delay set in the "Power Outlets Page".

Set Dry Contact

Check this box and in the corresponding drop-down list, choose the dry contact the rule will apply to. In the
next corresponding drop-down list, select the action to execute.

Each power dry contact can be Open, Closed or Pulsed (open or close) for a specified delay. The delay can
be define between 0 and 65535 seconds.

Send Syslog Messages

Il This type of action appears and can be configured only if you already have configured at least one
destination SysLog Server (Misc/Log Settings Page).

Check this box if you want to send a message to a Syslog server. In the following drop-down list choose the
facility and the severity of the message to send. The address of the Syslog server has to be defined in the
"Log Settings Page".

Send Trap Message

Il This type of action appears and can be configured only if you already have enabled the SNMP protocol
and configured the Power Switch Master SNMP agent to send traps to a community (General/SNMP).

Mail to

Il This type of action appears and can be configured only if you already have configured a destination SMTP
Server (General/SMTP Page).

Check this/these box(es) and specify one or two e-mails address(es) in the corresponding fields if you want
to send an e-mail to one or two specific users. To send e-mails, you will need a SMTP server on the network
and you will have to configure the SMTP parameters of the Power Switch on the "General/SMTP Page".
Syslog / Trap / Mail Message

Il This field appears only if you already have configured at least one destination SysLog Server (Misc/Log
Settings Page) or a destination SMTP Server (General/SMTP Page).

Up to 255 characters may be entered in this free text field. The text will appear in the Syslog, the Trap and
the e-mails.

LOGOUT

Click "Logout" at the bottom of the page to exit the session without saving changes.

DISCARD CHANGES

Click "Discard Changes" at the bottom of the page to discard all the changes you have made on this page.
APPLY CHANGES

Click "Apply Changes" at the bottom of the page to save changes.
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5.3.13 SCAN MONITORING RULE

This rule can be used to check if a specific protocol is available on a server (for example HTTP, FTP, Telnet,
SMTP, POP...). If the connection is possible, Power Switch Master knows that a server program is running
there. If the connection is not possible, Power Switch Master can automatically switch the powered device off
and after a specified delay switch it again on.

<> BLACK BOX Secure Power Switch

NETWORK SERVICES

Rule 1D
Rule Name |
A S -
1P Device to monitar [oooo | Portto scan (SRR
Wait Time for Answer O -
Interval between Requests I -
Number of unsuccessful Requests
berors Actian —
Delay before First Request after
P oI
Set Power
Type of Action  Sutet
[T SetGroup
Set Dry
I Contact
Send Syslog o
r Message =
r
-
o Maito |

syslog /
Trap / Mail
Message
(max 255
characters)
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Rule ID

The Power Switch Master automatically creates an ID Code to clearly identify each rule. All the ID Codes
used to identify rules start with the letter "R" followed by a number.

Rule Name

In this field, enter the name you want to give to the rule. The name can be from 1 to 32 characters long, and
can contain alphanumeric characters.

Rule Type

This field displays the type of the rule you are configuring (Scan Monitoring Rule in that case).

Rules are used to control actions according to specific events. After choosing the type of the rule in the drop-
down list, you will have first to configure the event and then to configure the actions to execute.

IP device to monitor

In this field enter the IP address of the IP device that you want to monitor using the Scan command. In the
"Port to scan" field, enter the port you want to check.

Wait Time for Answer

In this field, define the delay in seconds for the answer timeout. The delay can be set between 1 and 10
seconds.

Interval between Requests

In this field, define the delay in seconds between scan commands sent to the IP device to monitor. The delay
can be set between 30 and 65535 seconds.

Number of unsuccessful Requests before Action

In this field, define the number of port scanning commands to send to the IP device before executing the
actions. The number can be set between 1 and 65535 seconds.

Delay before first Request after Power Up

In this field, define the time in seconds before restarting the monitoring after the reboot action.

The delay can be set between 30 and 65535 seconds.
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Type of action
For the Event defined above, you can choose and configure the following actions:

Set Power Outlet

Check this box and in the corresponding drop-down list, choose the power outlet the rule will apply to. In the
next corresponding drop-down list, choose the action to perform. Each power outlet can be switched On/Off
and restarted. If you choose "restart" you will also be able to define a restart delay between 0 and 65535
seconds.

Set Group

Il This type of action appears and can be configured only if you already have created at least one group
(Settings/Groups Tab).

Check this box and in the corresponding drop-down list, choose the power outlet group the rule will apply to.
In the next corresponding drop-down list, choose the action to perform.

Each power outlet group can be switched On/Off or restarted. If you choose "restart" you will also be able to
define a restart delay between 0 and 65535 seconds.

- If you choose 0 second for the delay, the delay will be the delay defined in the "Power Outlets Page".

- If you choose a delay different from 0, the delay will replace the delay defined in the "Power Outlets Page".
Set Dry Contact

Check this box and in the corresponding drop-down list, choose the dry contact the rule will apply to. In the
next corresponding drop-down list, choose the action to perform.

Each power dry contact can be Open, Closed or Pulsed (open or close) for a specified delay. The delay can
be define between 0 and 65535 seconds.

Send Syslog Messages

Il This type of action appears and can be configured only if you already have configured at least one
destination SysLog Server (Misc/Log Settings Page).

Check this box if you want to send a message to a Syslog server. In the following drop-down list, choose the
facility and the severity of the message to send. The address of the Syslog server has to be defined in the
"Log Settings Page".

Send Trap Message

Il This type of action appears and can be configured only if you already have enabled the SNMP protocol
and configured the Power Switch Master SNMP agent to send traps to a community (General/SNMP).

Mail to

Il This type of action appears and can be configured only if you already have configured a destination SMTP
Server (General/SMTP Page).

Check this/these box(es) and specify one or two e-mails address(es) in the corresponding fields if you want
to send an e-mail to one or two specific users. To send e-mails, you will need a SMTP server on the network
and you will have to configure the SMTP parameters of the Power Switch on the "General/SMTP Page".
Syslog / Trap / Mail Message

I This field appears only if you already have configured at least one destination SysLog Server (Misc/Log
Settings Page) or a destination SMTP Server (General/SMTP Page).

Up to 255 characters may be entered in this free text field. The text will appear in the Syslog, the Trap and
the e-mails.

LOGOUT

Click "Logout" at the bottom of the page to exit the session without saving changes.

DISCARD CHANGES

Click "Discard Changes" at the bottom of the page to discard all the changes you have made on this page.
APPLY CHANGES

Click "Apply Changes" at the bottom of the page to save changes.
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5.3.14 DRY CONTACT MONITORING RULE

This rule is used to control actions according to the state of ay dry contacts (for example, the dry contact
could be connected to a door contact or a fog sensor).
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Rule ID

The Power Switch Master automatically creates an ID code to clearly identify each rule. All the ID codes
used to identify rules start with the letter "R" followed by a number.

Rule Name

In this field, enter the name you want to give to the rule. The name can be from 1 to 32 characters long, and
can contain alphanumeric characters.

Rule Type

This field displays the type of the rule you are configuring (Dry Contact Monitoring Rule in this case).

Rules are used to control actions according to specific events. After choosing the type of the rule in the drop-
down list, you will have first to configure the event and then to configure the actions to perform.

Dry contact to monitor

In this Drop-Down list, choose the I/O Module or Dry Contact Input you want to monitor. The Power Switch

Master uses ID codes to clearly identify each Input.

- The ID code used to identify the I/O module is 100,

- The ID codes used to identify Dry Contact Inputs start with the letter "I" followed by a number, 01 for dry
contact 1, 02 for dry contact 2...

Action if I/O Module has been ... (if Dry contact to monitor = /O Module 100)

In this Drop-Down list, choose if the action has to be executed if the I/O Module has been connected or

disconnected.

Action if Dry Contact has been ...

In this Drop-Down list, choose if the action has to be executed if the contact has been open or closed.

Type of action
For the Dry Contact Monitoring Rule defined above, you can choose and configure the following actions:

Set Power Outlet

Check this box and in the corresponding drop-down list, choose the power outlet the rule will apply to. In the
next corresponding drop-down list, select the action to execute. Each power outlet can be switched On/Off
and restarted. If you choose "restart" you will also be able to define a restart delay between 0 and 65535
seconds.
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Set Group

Il This type of action appears and can be configured only if you already have created at least one group
(Settings/Groups Tab). Check this box and in the corresponding drop-down list, choose the power outlet
group the rule will apply to. In the next corresponding drop-down list, choose the action to perform. Each
power outlet group can be switched On/Off and restarted. If you choose "restart" you will also be able to
define a restart delay between 0 and 65535 seconds.

- If you choose 0 second for the delay, the delay will be the delay defined in the "Power Outlets Page".

- If you choose a delay different from 0, the delay will replace the delay defined in the "Power Outlets Page".
Set Dry Contact

Check this box and in the corresponding drop-down list, choose the dry contact the rule will apply to. In the
next corresponding drop-down list, choose the action to perform.

Each power dry contact can be Open, Closed or Pulsed (open or close) for a specified delay. The delay can
be define between 0 and 65535 seconds.

Send Syslog Messages

Il This type of action appears and can be configured only if you already have configured at least one
destination SysLog Server (Misc/Log Settings Page). Check this box if you want to send a message to a
Syslog server. In the following drop-down list, choose the facility and the severity of the message to send.
The address of the Syslog server has to be defined in the "Log Settings Page".

Send Trap Message

Il This type of action appears and can be configured only if you already have enabled the SNMP protocol
and configured the Power Switch SNMP agent to send traps to a community (General/SNMP).

Mail to

I This type of action appears and can be configured only if you already have configured a destination SMTP
Server (General/SMTP Page). Check this/these box(es) and specify one or two e-mails address(es) in the
corresponding fields if you want to send an e-mail to one or two specific users. To send e-mails, you will
need a SMTP server on the network and you will have to configure the SMTP parameters of the Power
Switch on the "General/SMTP Page".

Syslog / Trap / Mail Message

Il This field appears only if you already have configured at least one destination SysLog Server (Misc/Log
Settings Page) or a destination SMTP Server (General/SMTP Page). Up to 255 characters may be entered
in this free text field. The text will appear in the Syslog, the Trap and the e-mails.

LOGOUT

Click "Logout" at the bottom of the page to exit the session without saving changes.

DISCARD CHANGES

Click "Discard Changes" at the bottom of the page to discard all the changes you have made on this page.
APPLY CHANGES

Click "Apply Changes" at the bottom of the page to save changes.

Example

You want to monitor the entrance door of your data centre and in case of intrusion you want to send a

message to a Syslog server and receive an e-mail.

You need:

- the Power Switch I/O extension board

- a door contact switch with an external magnetic contact

- 2 wire cables

Installation:

- Connect the Power Switch I/O extension board to the SUB-D 25 connector of the Power Switch Master
using the cable supplied with the I/O extension board

- Connect the 2 wires of the door contact to the Dry Contact Input 1 (DC1). The door contact can be located
up to 10 meters from the 1/0O extension board.

Event configuration:

- Click on the Settings Tab, then on the Rules Tab

- Click on Add a New Rule

- In "Type of the Rule", choose "Dry Contact Monitoring Rule"

- In "Dry Contact to monitor", choose "101" (if you connected the door contact on Input 1)

- In "Action”, choose "open" (normally the door contact switch opens when the door is open).

Action configuration:

- Check the box "Send Syslog Message" and choose the Facility and the Severity you want to give to the
Syslog message.

- Check the box "Mail to" and specify the e-mail address the e-mail has to be sent to.
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5.3.15 POWER SUPPLY MONITORING RULE

This rule can be used to monitor the status of the power suplies of each Power Switch Master and Power
Switch Satellite.
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Rule ID

The Power Switch Master automatically creates an ID Code to clearly identify each rule. All the ID Codes
used to identify rules start with the character "R" followed by a number.

Rule Name

In this field, enter the name you want to give to the rule. The name can be from 1 to 32 characters long, and
can contain alphanumeric characters.

Rule Type

In this Drop-Down list, choose Power Supply Monitoring Rule.

Rules are used to control actions according to specific events. First you will have to configure the choosen
event as follows, then you will choose the actions to execute.

Device to monitor

In this Drop-Down list, choose the device for which you want to monitor the power supply.

Each device name is preceded by the ID Code of the device (MO for the Master, S1 for the Satellite 1, S2 for

the Satellite 2...).

A character between brackets can follow this ID Code:

- The "X" character means that the corresponding Satellite is physically not connected.

- The "I" character means that the corresponding Satellite is physically connected but not activated. If you
want to activate it, go to the "Settings/Power Outlets" tab.

- The " " character (blank) means that the corresponding Satellite is physically connected and activated.>
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Power Supply to monitor

In this Drop-Down list, choose the power supply you wish to monitor.

- If in the previous drop-down list, you choose Master unit (ID Code MO0), you can choose to monitor the
power supply input A, the Power supply input B and the auxiliary power supply input located on the front
panel of the Master unit.

Power supply A is used for the power outlets 1 to 4 and of course to supply the Webserver.
Power supply B is used for the power outlets 5 to 8 and of course to supply the Webserver.
Auxiliary Power Supply is used only for the Web server.

- If in previous drop-down list, you choose a Satellite unit (ID Code S1 to S16), you can choose to monitor
the power supply input A and the Power supply input B.

Power supply A is used for the power outlets 1 to 4 and of course to supply the electronic circuits of the
Satellite. Power supply B is used for the power outlets 5 to 8 and of course to supply the electronic circuits
of the Satellite.

Action if Power Supply...

In this Drop-Down list, choose if the action has to be executed on power failure or power on (or restored).

Type of action

For the Power Supply Monitoring Rule defined above, you can choose and configure the following actions:
Set Power Outlet

Check this box and in the corresponding drop-down list, choose the power outlet the rule will apply to. In the
next corresponding drop-down list, choose the action to execute. Each power outlet can be switched On/Off
and restarted. If you choose "restart" you will also be able to define a restart delay between 0 and 65535
seconds.

Set Group

Il This type of action appears and can be configured only if you already have created at least one group
(Settings/Groups Tab). Check this box and in the corresponding drop-down list, choose the power outlet
group the rule will apply to. In the next corresponding drop-down list, choose the action to execute. Each
power outlet group can be switched On/Off and restarted. If you choose "restart" you will also be able to
define a restart delay between 0 and 65535 seconds.

- If you choose 0 second for the delay, the delay will be the delay set in the "Power Outlets Page".

- If you choose a delay different from 0, the delay will replace the delay set in the "Power Outlets Page".

Set Dry Contact

Check this box and in the corresponding drop-down list, choose the dry contact the rule will apply to. In the
next corresponding drop-down list, choose the action to execute.

Each power dry contact can be Open, Closed or Pulsed (open or close) for a specified delay. The delay can
be define between 0 and 65535 seconds.

Send Syslog Messages

Il This type of action appears and can be configured only if you already have configured at least one
destination SysLog Server (Misc/Log Settings Page).Check this box if you want to send a message to a
Syslog server. In the following drop-down lists, choose the facility and the severity of the message to send.
The address of the Syslog server has to be defined in the "Log Settings Page".

Send Trap Message

I This type of action appears and can be configured only if you already have enabled the SNMP protocol
and configured the Power Switch SNMP agent to send traps to a community (General/SNMP).

Mail to

Il This type of action appears and can be configured only if you already have configured a destination SMTP
Server (General/SMTP Page).

Check this/these box(es) and specify one or two e-mails address(es) in the corresponding fields if you want
to send an e-mail to one or two specific users. To send e-mails, you will need a SMTP server on the network
and you will have to configure the SMTP parameters of the Power Switch on the "General/SMTP Page".
Syslog / Trap / Mail Message

Il This field appears only if you already have configured at least one destination SysLog Server (Misc/Log
Settings Page) or a destination SMTP Server (General/SMTP Page).

Up to 255 characters may be entered in this free text field. The text will appear in the Syslog, the Trap and
the e-mails.

LOGOUT

Click "Logout" at the bottom of the page to exit the session without saving changes.

DISCARD CHANGES

Click "Discard Changes" at the bottom of the page to discard all the changes you have made on this page.
APPLY CHANGES

Click "Apply Changes" at the bottom of the page to save changes.
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5.3.16 SCHEDULE RULE

This rule can be used to execute some actions according to a defined time table.
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Rule ID

The Power Switch Master automatically creates an ID code to clearly identify each rule. All the ID codes
used to identify rules start with the character "R" followed by a number.

Rule Name

In this field, enter the name you want to give to the rule. The name can be from 1 to 32 characters long, and
can contain alphanumeric characters.

Rule Type

In this Drop-Down list, choose Schedule Rule.

Rules are used to control actions according to a specific event. First you will have to configure the chosen
event as follows, then you will choose the actions to perform.

Schedule Action
Here you can define the time when the rule has to be executed.
In the Drop-Down lists, choose the time and below, check one or more day boxes.

Type of action
For the Schedule Rule defined above, you can choose and configure the following actions:

Set Power Outlet

Check this box and in the corresponding drop-down list, choose the power outlet the rule will apply to. In the
next corresponding drop-down list, choose the action to perform. Each power outlet can be switched On/Off
and restarted. If you choose "restart" you will also be able to define a restart delay between 0 and 65535
seconds.




CHAPTER 5: Configuring the Power Switch MA

Set Group

Il This type of action appears and can be configured only if you already have created at least one group
(Settings/Groups Tab). Check this box and in the corresponding drop-down list, choose the power outlet
group the rule will apply to. In the next corresponding drop-down list, choose the action to perform.

Each power outlet group can be switched On/ Off and restarted. If you choose "restart" you will also be able
to define a restart delay between 0 and 65535 seconds.

- If you choose 0 second for the delay, the delay will be the delay set in the "Power Outlets Page".

- If you choose a delay different from 0, the delay will replace the delay set in the "Power Outlets Page".

Set Dry Contact

Check this box and in the corresponding drop-down list, choose the dry contact the rule will apply to. In the
next corresponding drop-down list, choose the action to perform.

Each power dry contact can be Open, Closed or Pulsed (open or close) for a specified delay. The delay can
be define between 0 and to 65535 seconds.

Send Syslog Messages

Il This type of action appears and can be configured only if you already have configured at least one
destination SysLog Server (Misc/Log Settings Page). Check this box if you want to send a message to a
Syslog server. In the following drop-down lists, choose the facility and the severity of the message to send.
The address of the Syslog server has to be defined in the "Log Settings Page".

Send Trap Message

Il This type of action appears and can be configured only if you already have enabled the SNMP protocol
and configured the Power Switch SNMP agent to send traps to a community (General/SNMP).

Mail to

I This type of action appears and can be configured only if you already have configured a destination SMTP
Server (General/SMTP Page). Check this/these box(es) and specify one or two e-mails address(es) in the
corresponding fields if you want to send an e-mail to one or two specific users. To send e-mails, you will
need a SMTP server on the network and you will have to configure the SMTP parameters of the Power
Switch on the "General/SMTP Page".

Syslog / Trap / Mail Message

Il This field appears only if you already have configured at least one destination SysLog Server (Misc/Log
Settings Page) or a destination SMTP Server (General/SMTP Page).

Up to 255 characters may be entered in this free text field. The text will appear in the Syslog, the Trap and
the e-mails.

LOGOUT

Click "Logout" at the bottom of the page to exit the session without saving changes.

DISCARD CHANGES

Click "Discard Changes" at the bottom of the page to discard all the changes you have made on this page.
APPLY CHANGES

Click "Apply Changes" at the bottom of the page to save changes.
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5.3.17 ENVIRONMENT RULE

This rule can be used to monitor a temperature or a humidity value and perform actions when the predefined
value is exceeded.
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Rule ID

The Power Switch Master automatically creates an ID code to clearly identify each rule. All the ID codes
used to identify rules start with the character "R" followed by a number.

Rule Name

In this field, enter the name you want to give to the rule. The name can be from 1 to 32 characters long, and
can contain alphanumeric characters.

Rule Type

In this Drop-Down list, choose Environment Rule.

Rules are used to control actions according to a specific event. First you will have to configure the chosen
event as follows, then you will choose the actions to perform.

Sensor to monitor

Choose in this Drop-Down list the sensor you want to monitor.

The Power Switch Master supports up to 16 sensors and each sensor name, which can be defined by the

administrator (go to Settings/Sensors Tab), is preceded by the ID code of the sensor. All ID codes used to

identify temperature and temperature/humidity sensors start with the character "T" followed by a number.

This ID code can be followed by a character between brackets:

- The "X" character means that the corresponding sensor is physically not connected.

- The "I" character means that the corresponding sensor is physically connected but not activated. If you
want to activate it, go to the "Settings/Sensors" tab.

- The " " character (blank) means that the corresponding sensor is physically connected and activated.

Sensor type to monitor

According to the sensor model you use, choose temperature or humidity in this Drop-Down list. Two sensor

models are available (see the label on the back of your sensor box): the first one uses a temperature sensor

and the second one a temperature and humidity sensor.
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Action if...

The options "lower than" and "higher than" enables you to define when the rule has to be executed.

- Choose "lower than" if you want to execute the rule if the environment value is below the value you defined
in the field on the right of "lower than".

- Choose "higher than" if you want to execute the rule if the environment value exceeds the value you
defined in the field on the right of "higher than".

For temperature, you can define values between 0°and 50 T

For relative humidity, you can define values between 10 RH and 90 RH

Type of action
For the Environment Rule defined above, you can choose and configure the following actions:

Set Power Outlet

Check this box and in the corresponding drop-down list, choose the power outlet the rule will apply to. In the
next corresponding drop-down list, choose the action to execute. Each power outlet can be switched On/Off
and restarted. If you choose "restart" you will also be able to define a restart delay between 0 and 65535
seconds.

Set Group

Il This type of action appears and can be configured only if you already have created at least one group
(Settings/Groups Tab). Check this box and in the corresponding drop-down list, choose the power outlet
group the rule will apply to. In the next corresponding drop-down list, choose the action to perform. Each
power outlet group can be switched On/Off and restarted. If you choose "restart" you will also be able to
define a restart delay between 0 and 65535 seconds.

- If you choose 0 second for the delay, the delay will be the delay defined in the "Power Outlets Page".

- If you choose a delay different from 0, the delay will replace the delay defined in the "Power Outlets Page".
Set Dry Contact

Check this box and in the corresponding drop-down list, choose the dry contact the rule will apply to. In the
next corresponding drop-down list, choose the action to execute. Each power dry contact can be switched
Open, Closed or Pulsed (open or close) for a specified delay. The delay can be define between 0 and 65535
seconds.

Send Syslog Messages

Il This type of action appears and can be configured only if you already have configured at least one
destination SysLog Server (Misc/Log Settings Page). Check this box if you want to send a message to a
Syslog server. In the following drop-down list, choose the facility and the severity of the message to send.
The address of the Syslog server has to be defined in the "Log Settings Page".

Send Trap Message

Il This type of action appears and can be configured only if you already have enabled the SNMP protocol
and configured the Power Switch Master SNMP agent to send traps to a community (General/SNMP).

Mail to

Il This type of action appears and can be configured only if you already have configured a destination SMTP
Server (General/SMTP Page). Check this/these box(es) and specify one or two e-mails address(es) in the
corresponding fields if you want to send an e-mail to one or two specific users. To send e-mails, you will
need a SMTP server on the network and you will have to configure the SMTP parameters of the Power
Switch on the "General/SMTP Page".

Syslog / Trap / Mail Message

I This field appears only if you already have configured at least one destination SysLog Server (Misc/Log
Settings Page) or a destination SMTP Server (General/SMTP Page). Up to 255 characters may be entered

in this free text field. The text will appear in the Syslog, the Trap and the e-mails.

LOGOUT

Click "Logout" at the bottom of the page to exit the session without saving changes.

DISCARD CHANGES

Click "Discard Changes" at the bottom of the page to discard all the changes you have made on this page.
APPLY CHANGES

Click "Apply Changes" at the bottom of the page to save changes.
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5.3.18 MISC / PERIPHERAL S PAGE

This page displays the ID, Type and Name of all detected peripherals.
If you want to know the actual firmware version of the connected peripherals, click on the corresponding
"Info" button. For the Power Switch Master and Satellite you will also have access to the switching

operations counters of each power outlet. This counter can be reset by clicking the "Clear All Counters"
button on the bottom of the page.

. Secure Power Switch
NETWORK SERVICES

[[enerat T sectumgs T s | ety ]

Peripherals 1/0 Status Log Log Settings

.‘J Detected Peripherals ]

ID |Type Name Activated | Info
MO |Secure Power Switch PSE518 MA Master Name Yes ]
51 |Secure Power Switch PSE518 54 Satellite 1 Name Yes

T1 |Secure Power Switch PSE5S18 T Temperature Rack in Office Yes

T2 |Secure Power Switch PSE518 TH Temp. & Humidity Rack right side Yes

3 Locout




CHAPTER 5: Configuring the Power Switch MA

53.19MISC/1/0 STATUS

This page displays the status of the 4 dry contact outputs and the 8 dry contact inputs of the Power Switch
Master. It also displays if an I/O Extension Module is connected to the 1/O connector on the front panel of the
Power Switch Master.

The Power Switch Master uses ID codes to identify the inputs and outputs. You will have to know this code if
you want to create rules.

"100" is used to identify the I/O Extension Module

"O01" to "O04 are used to identify the 4 dry contact outputs”

"101" to "I08" are used to identify the 8 dry contact inputs.

Secure Power Switch
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ORK SERVICES

[ oneral [ setungs | rusc [ wew |
Peripherals If0 Status Log Log Settings
&J /O status a
ID [Name Status ID |Name Status

100 |1/0 Extension Module

Mame Disconnected 101 |Input 1 Name Open

102 |Input 2 Name Open

103 |Input 3 Name Open
ID |Name Status 104 |Input 4 Name Open
001 |Output 1 Name Closed I05 |Input 5 Name oOpen
002 |Output 2 Name Closed 106 |Input 6 Name Open
003 |Output 3 Name Closed I07 |Input 7 Name Open
004 |Dutput 4 Name cClosed 108 |Input 8 Name Open
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5.3.20MISC/LOG PAGE

This page allows you to configure the logs. The Log file is used by the system to record actions, warnings,
errors and problems. It is often quite useful to discover the causes of tricky problems. The messages
recorded in the log file and sent as copy to a Syslog server are classified into 8 severity levels (Emergency,
Alert, Critical, Error, Warning, Notice, Informational and Debug).

Secure Power Switch
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Informational Date Tiwe hawve been synchronized to
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5321 MISC/LOG SETTINGS PAGE

Power Switch Master can output Syslog messages and/or send selected logs to a specific e-mail address.
The logs are often quite useful for discovering the causes of tricky problems.

For the logs to be sent to a specific e-mail address, the administrator can choose the severity of the
messages to be sent.
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Primary Syslog Server / Secondary Syslog Server

If you want to enable the Power Switch Master to send messages to one or two Syslog Server(s), check the
box "Primary Syslog Server" and where appropriate "Secondary Syslog Server" and enter the address(es) of
the Syslog Server(s) you wish to use. You can enter either the hostname or the IP address of a Syslog
server. Power Switch Master uses the usual UDP Port 514 to output Syslog messages.

Example: syslog.PowerSwitch.com or 192.168.1.252

E-Mail Address
If you want to enable the Power Switch Master to send e-mails, check the box "e-mail address" and specify
the destination e-mail address to be used.

The E-Mail address can be from 1 to 64 characters long, and can contain alphanumeric characters.

Type of messages to send
Specify in this field the severity of the messages you want to send to the specified e-mail address. The
messages are classified in 8 severity Levels (see Syslog Messages: Severity Level Definition).

LOGOUT

Click "Logout" at the bottom of the page to exit the session without saving changes.

DISCARD CHANGES

Click "Discard Changes" at the bottom of the page to discard all the changes you have made on this page.
APPLY CHANGES

Click "Apply Changes" at the bottom of the page to save changes.
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6. Controlling the Power Outlets of the Master and
Satellites

1. Start your Web browser and type the IP address of your Power Switch Master.
The browser displays the authentication dialog box.

Mot de passe réseau E

% Une connexion & ce site Web sécurizé (192 168.1.180) est nécessaire.

Entrez le mot de passe et le nom d'utilizateur que vous utilisez pour
User.

Mom de lutiisateur |admin |

xxxxx

(] 4 | Annuler |

2. Enter a user name and its corresponding password.

a If you log in as system administrator, you will be able to:

- control individually all the power outlets and all the power outlets groups of the Power Switch
Master,

- control all the power outlets and all the power outlet groups of the connected Power Switch
satellites,

- display the values of all the connected temperature and humidity sensors,

- display the connection status of the I/O extension module and the status of the eight dry contact
inputs.

Q If you log in as a user (Power Switch 518 MA handles up to 255 accounts), you will be able to:
- control individually all the power outlets and all the power outlet groups for which you have the
rights,
- display the values of all the connected temperature and humidity sensors for which you have the
rights.

The ON button allows you to switch to ON the corresponding Power Outlet or group of Power Outlets.

The OFF button allows you to switch to OFF the corresponding Power Outlet or group of Power Outlets.
The Restart button allows you to switch OFF the corresponding Power Outlet or group of Power Outlets.
The Power Outlet(s) will be then automatically switched ON after the delay defined by the administrator
during the configuration (default value is 10 sec).




CHAPTER 7: Installation the Power Switch SA

7. Installation the Power Switch Satellite

Remark:

Make sure that all the Power Switch devices are powered off.

Connection Instructions

1. Connect the supplied RJ11 link-up cable to one of the xBus connector of the Power Switch Master and
to one of the xBus connector of the Power Switch Satellite. To cascade several Satellites, link the
second xBus connector of a Satellite with one of the xBus connector of the next Satellite.
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2. Allocate an address to each Satellite by positioning the address selection DIP-switches marked "Slct" on
the front panel according to the following table.

Remarks
- Unplug the power cords of the Power Switch Satellite before changing its DIP switches.
— Do NOT use the same address for two different Satellites.

Satellite DIP-Switch DIP-Switch DIP-Switch DIP-Switch
Address 1 2 3 4
1 Off Off Off Off
2 [ON] Off Off Off
3 Off [ON] Off Off
4 [ON] [ON] Off Off
5 Off Off [ON] Off
6 [ON] Off [ON] Off Position Off = switch upwards,
7 Off [ON] [ON] Off Position On = switch downwards
8 [ON] [ON] [ON] Off . . .
9 Off off Off [ON] DIP-Switch 1 is located on the left side
10 [ON] Off Off [ON]
11 Off [ON] Off [ON]
12 [ON] [ON] Off [ON]
13 Off Off [ON] [ON]
14 [ON] Off [ON] [ON]
15 Off [ON] [ON] [ON]
16 [ON] [ON] [ON] [ON]

3. Plug the 2 power cables into 2 grounded sockets. The A and B LEDs light on to confirm that power is
on.
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8. Controlling the Power Outlets of the Satellites using
a Terminal Connection

The power outlets of the Power Switch Satellites can be individually controlled and the status of each power
outlet can be read out using a simple ASCII protocol through a serial connection. The connection can be
done either using the RS232 or the RS485 port of the Power Switch PS518 Satellite.

8.1 Using the RS232 port
(SubD-9F connector marked RS232 on the front panel)

In this case, use the supplied RS232 serial cable to connect the Power Switch Satellite to an available serial
port of your PC.

8.2 Using the RS485 port

(RJ11 connector marked xBus on the front panel)
In this case, you have to make a special serial cable (see pinout on the following page).

Run a terminal program such as Windows HyperTerminal or the MicroTerminal program on the CD (folder
miscellaneous) and configure the appropriate serial port with the following settings:
9.600 bauds, 8 bits, no parity, 1 stop bit and no flow control.

Note:

If you use the MicroTerminal program on the CD (folder miscellaneous) you only have to choose the used serial port, this program is
already configured at 9600,n,8,1.

8.3 Commands

Run a terminal program such as Windows HyperTerminal or the MicroTerminal program on the CD
(folder miscellaneous) and configure the appropriate serial port with the following settings:
9.600 bauds, 8 bits, no parity, 1 stop bit and no flow control.

Note:

If you use the MicroTerminal program on the CD (folder miscellaneous) you only have to choose the used
serial port, this program is already configured at 9600,n,8,1.

Summary of the commands:

Controlling of the Power Outlet(s) = §8.3.1
Reading out the Status of the Power Outlet(s) = §8.3.2
Setting the Power Up Delays = §8.3.3
Reading out of the Power Up Delays = §8.3.4
Setting the Restart Delays = §8.3.5
Reading out the Restart Delays = §8.3.6
Setting the Power Up Default Status = §8.3.7
Reading out the Power Up Default Status = §8.3.8

Reading out the Switching Counters of the Relays = § 8.3.9
Resetting the Switching Counters of the Relays = §8.3.10

Restoring to Factory Settings = §83.11




CHAPTER 9: Controlling the power outlets

8.3.1 CONTROLLING OF THE POWER OUTLET(S)

This command enables to control individually each Power Outlet or all Power Outlets of the same Power
Switch Satellite in one command.

Command to be sent to the Power Switch Satellite:
Pxy=z[CR]

Pxy=z,t;[CR]

Pxy=z,t;,15[CR]

Reply from the Power Switch Satellite:
Pxy=z[CR]

Pxy=z,t;[CR]

Pxy=z,t;,1,[CR]

Explanations:

Parameter Value Function/Remark
X | address of the Power Switch 1t0 16 | specifies the address of the Power Switch Satellite
y |number of the Power Outlet 0 means all the Power Outlets
1108 | specify the number of the Power Outlet
z |command 0 set Power Outlet to OFF
1 set Power Outlet to ON
r RESTART the Power Outlet(s)
t TOGGLE the Power Outlet(s)
t1 | delay to execute the command 110 255 | set the delay (in sec) to execute the command
t, |restart delay 110255 | set the restart delay (in sec)
If t2 is not specified, the used Restart Delay is the
default value of the Restart Delay of the corresponding
Power Outlet (see § 8.3.6)
Examples:
P11=1 Switch Power Outlet #1 of Power Switch #1 to On
P11=0 Switch Power Outlet #1 of Power Switch #1 to Off
P35=r Restart Power Outlet #5 of Power Switch #3
P30=1 Switch all Power Outlets of Power Switch #3 to On
P168=t Toggle Power Outlet #8 of Power Switch #16

P10=r,10,20 Execute the Restart Command (switch all Power Outlets of Power Switch #1 to off)
after a delay of 10 sec., then switch all Power Outlets to On after a delay of 20 sec.

Remarks:

The Power Switch Satellite accepts lower case and upper case commands.

The Power Switch Satellite sends its reply only after having received a valid command terminated by the character [CR].
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8.3.2 READING OUT THE POWER OUTLET STATUS

This command enables to read out the status of each Power Ouitlet.

Command to be sent to the Power Switch Satellite:

Rxy[CR]
Reply from the Power Switch Satellite:
Rxy=z[CR]
Explanations:
Parameter Value Function/Remark

X | address of the Power Switch 11016 | specifies the address of the Power Switch Satellite

y | number of the Power Outlet 1108 | specify the number of the Power Outlet

z |status 0 status of the corresponding Power Outlet is OFF

1 status of the corresponding Power Outlet is ON

Examples:
R11]CR] Read Status of the Power Outlets #1 of Power Switch #1
R168[CR] Read Status of the Power Outlets #8 of Power Switch #16

Remarks:

The Power Switch Satellite accepts lower case and upper case commands.

The Power Switch Satellite sends its reply only after having received a valid command terminated by the character [CR].
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8.3.3SETTING OF THE POWER UP DELAYS

This command enables to set the Power Up Delay individually for each Power Outlet. The Delay value can
be between 1 and 255 seconds (4 min 15 sec).

Command to be sent to the Power Switch Satellite:

TUxy=z|[CR]
Reply from the Power Switch Satellite:
TUxy=z|[CR]
Explanations:
Parameter Value Function/Remark
x | address of the Power Switch 1t0 16 | specifies the number of the Power Switch Satellite
y | number of the Power Outlet 1108 | specifies the number of the Power Outlet
z |timervalue 110 255 | set the Power Up Delay (in sec)
Examples:
TU12=2 Set Power Up Delay of the Power Outlet #2 of Power Switch #1 to 2 sec

TU163=10 Set Power Up Delay of the Power Outlet #3 of Power Switch #16 to 10 sec

Remarks:

The Power Switch Satellite accepts lower case and upper case commands.

The Power Switch Satellite sends its reply only after having received a valid command terminated by the character [CR].

8.3.4 READING OUT OF THE POWER UP DELAY (S)

This command enables to read out the Power Up Delay individually for each Power Outlet.

Command to be sent to the Power Switch Satellite:

TUxyY[CR]
Reply from the Power Switch Satellite:
TUxy=z|[CR]
Explanations:
Parameter Value Function/Remark

X | address of the Power Switch 11016 | specifies the number of the Power Switch Satellite

y | number of the Power Outlet 1108 | specifies the number of the Power Outlet

z |timer value 110255 |shows the Power Up Delay (in sec)

Remarks:

The Power Switch Satellite accepts lower case and upper case commands.

The Power Switch Satellite sends its reply only after having received a valid command terminated by the character [CR].
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8.35SETTING THE RESTART DELAYS

This command enables to set the Restart Delay individually for each Power Outlet. The Delay value can be
between 1 and 255 seconds (4 min 15 sec).

Command to be sent to the Power Switch Satellite:

TRxy=z|[CR]
Reply from the Power Switch Satellite:
TRxy=z|[CR]
Explanations:
Parameter Value Function/Remark
x | address of the Power Switch 1t0 16 | specifies the address of the Power Switch Satellite
y | number of the Power Outlet 1108 | specifies the number of the Power Outlet
z |timervalue 110 255 | set the Restart Delay (in sec)
Examples:

TR31=17 Set Restart Delay of the Power Outlet #1 of Power Switch #3 to 17 sec

Remarks:

The Power Switch Satellite accepts lower case and upper case commands.

The Power Switch Satellite sends its reply only after having received a valid command terminated by the character [CR].

8.3.6 READING OUT OF THE RESTART DELAYS

This command enables to read out the Restart Delay individually for each Power Outlet.

Command to be sent to the Power Switch Satellite:

TRxy[CR]
Reply from the Power Switch Satellite:
TRxy=z|[CR]
Explanations:
Parameter Value Function/Remark

X | address of the Power Switch 11016 | specifies the address of the Power Switch Satellite

y | number of the Power Outlet 1108 | specifies the number of the Power Outlet

z |timer value 110255 |shows the Restart Delay (in sec)

Remarks:

The Power Switch Satellite accepts lower case and upper case commands.

The Power Switch Satellite sends its reply only after having received a valid command terminated by the character [CR].
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8.3.7SETTING THE POWER UP DEFAULT STATUS

This command enables to set the Power Up Default Status individually for each Power Outlet. Settings can
be "always On", "Always Off" or "Last memorized Status" before power failure.

Command to be sent to the Power Switch Satellite:
DPxy=z|[CR]

Reply from the Power Switch Satellite:
DPxy=z|[CR]

Explanations:

Parameter Value Function/Remark

x | address of the Power Switch | 1 to 16 | specifies the number of the Power Switch Satellite
number of the Power Outlet 110 8 | specifies the number of the Power Outlet

z | default status after Powerup | ON | set Power Up Default Status of the Power Outlet to ON
OFF | set Power Up Default Status of the Power Outlet to OFF
LAST | set Power Up Default Status of the Power Outlet to last
memorized status

<

Examples:

DP37=LAST Set Power Up Default Status of the Power Outlet #7 of Power Switch #3 to last
memorized status

DP165=0OFF Set Power Up Default Status of the Power Outlet #5 of Power Switch #16 to OFF

Remarks:

The Power Switch Satellite accepts lower case and upper case commands.

The Power Switch Satellite sends its reply only after having received a valid command terminated by the character [CR].

8.3.8 READING OUT THE POWER UP DEFAULT STATUS
This command enables to read out the Power Up Default Status individually for each Power Outlet.

Command to be sent to the Power Switch Satellite:
DPxy[CR]

Reply from the Power Switch Satellite:
DPxy=z[CR]

Explanations:

Parameter Value Function/Remark

X | address of the Power Switch | 1 to 16 | specifies the address of the Power Switch Satellite

number of the Power Outlet 110 8 | specifies the number of the Power Outlet

z | default status after Powerup | ON | power up default status of the power outlet is ON

OFF | power up default status of the power outlet is OFF

LAST | power up default status of the power outlet is last memorized
status

<

Remarks:

The Power Switch Satellite accepts lower case and upper case commands.

The Power Switch Satellite sends its reply only after having received a valid command terminated by the character [CR].
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8.3.9 READING OUT THE SWITCHING COUNTER VALUESOF THE RELAYS

This command enables to read out the number of power up cycles of the Power Switch Satellite and the
number of switching cycles (Off to On) of each power outlet.

Command to be sent to the Power Switch Satellite:
Cxy[CR]

Reply from the Power Switch Satellite:
Cxy=z|CR]

Explanations:

Parameter Value Function/Remark

X | address of the Power Switch 11016 | specifies the address of the Power Switch Satellite

y |counter 0 reads the number of power up cycles of the Power Switch
Satellite

1to8 |specifies the number of the Power Outlet switching

counter

z | countervalue shows the number of power up or switching cycles of the
selected Power Outlet

Remarks:

The Power Switch Satellite accepts lower case and upper case commands.

The Power Switch Satellite sends its reply only after having received a valid command terminated by the character [CR].
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8.3.10 RESETTING THE SWITCHING COUNTER VALUESOF THE RELAYS

This command enables to reset the switching counter values of the Relays.

Command to be sent to the Power Switch Satellite:
/RC[CR]

Reply from the Power Switch Satellite:
No reply

Remarks:

The Power Switch Satellite accepts lower case and upper case commands.

The Power Switch Satellite sends its reply only after having received a valid command terminated by the character [CR].

8.3.11 RESTORING TO FACTORY SETTINGS

This command enables to restore all factory settings.

Command to be sent to the Power Switch Satellite:
/FS[CR]

Reply from the Power Switch Satellite:
No reply

Remarks:

The Power Switch Satellite accepts lower case and upper case commands.

The Power Switch Satellite sends its reply only after having received a valid command terminated by the character [CR].




9. Accessories

9.1 Temperature sensor

< BLACK BOX

9.2 Temperature and Humidity sensor

< BLACK BOX

The figure below shows an example how to connect 2 sensors.
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9.3 1/0 extension module
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9.4 Cable managing and vertical rack mouting kit

CABMAN, 19" rack mounting Kit.

The horizontal cable manager allows the secure fastening of the
power cables and consist of two angle brackets and a secure
cable support bar on the rear of the angle brackets.

WALLMAN , Wall mounting kit.

The horizontal cable manager allows the secure fastening of the
power cables and consist of two angle brackets and a secure
cable support bar on the rear of the angle brackets.

V-MOUNT
Vertical rack mounting kit for Power Switch Master or Satellite
unit.
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Annexes

Ping and Scan methods

Power Switch Master has two methods to check whether an IP equipment (PC, server, router, Webcam...) is
still alive:

ADDRESS PINGING

The first method uses the well-known Ping command whereby a request is sent to a specific IP address. The
Ping command, which is an echo request, enables you to determine through an ICMP protocol (Internet
Control Message Protocol) if an IP device is available on the network. If the system reacts to this request,
Power Switch Master knows that the TCP/IP connection is established. If the system does not react to one or
several requests, Power Switch Master can automatically switch off and after a specified delay switch it
again on (Reboot function).

PORT SCANNING

The second method uses the Port Scan command to test a specific TCP/IP port. In other words, this
command allows you to find out if a specific protocol is available on a server (for example HTTP, FTP,
Telnet, SMTP, and POP...). Power Switch Master simply tries to connect to a specific server port. If the
connection is possible, Power Switch Master knows that a server program is running there. If the connection
is not possible, Power Switch Master can automatically switch off and after a specified delay switch again on
the IP equipment (Reboot).
Remarks:
— The Supervision function works only if the Power Switch Master is disconnected from the LAN.
- The Ping and Scan functions can be used separately or together.
— The network route between Power Switch Master and the IP device you wish to supervise should be as
direct as possible, so do not use unnecessary routers and complex wiring between them. A problem on a
router or the wiring could reboot the IP device to supervise.
— Execute several Pings and/or Scans before running the Reboot function. It could be possible that the 1P
device doesn't respond although is still working.
— Choose a realistic supervision cycle. One second is possible, however it's not necessary to overload
the network with Ping and Scan requests.

RECOMMENDED VALUES

Q Interval between Requests: 10 sec or more
O Number of unsuccessful Requests before Reboot: 3 or more

O Delay before Reboot: 10 sec or more
O Delay before restarting monitoring after Reboot: 120 sec or more

Commonly used ports

TCP 25 This port is used to deliver e-mails over SMTP (Simple Mail Transfer Protocol).
TCP 80 This port is used for http connections.

The Power Switch Master ONLY uses Secure Port 443 (HTTPS).

Ensure that your Firewall / Router is configured to allow HTTPS to pass through.
UDP 123  This port is used to allow time synchronization over NTP (Network Time Protocol).
TCP 443  This port is used to allow SSL support (Secure Socket Layer).
UDP 514  This port is used to deliver Syslog messages.
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SysLog Messages: Severity Level Definitions

The Emergency level is the most severe type of message generated by Power Switch Master and the Debug
severity level is the least severe one.

Severity Level 0, Emergency: system is unusable
The following messages appear at severity 0:
Continuous error!

An SMTP Client could not be created

Severity Level 1, Alert: action must be taken immed  iately
The following messages appear at severity 1:

Settings have been reinitialized through the serial connection
Power Switch Master does not respond

Satellite "number" does not respond.

Sensor "number" does not respond.

Failure on Power Input A of Master MO

Failure on Power Input B of Master MO

Failure on auxiliary Power Input of Master MO

Failure on Power Input A of Satellite (number)

Failure on Power Input B of Satellite (number)

I/O Extension Module has been disconnected

A Mail could not be sent "subject” to "name"

SMTP Client not available: a Mail could not be sent "subject" to "name"

Severity Level 2, Critical: critical conditions
The following messages appear at severity 2:
"file" config corrupted : restoring default values

Severity Level 3, Error: error conditions, Necessar  y action is required.
Power Switch Master doesn't generate Severity Level 3.

Severity Level 4, Warning: warning conditions, a mi nor condition has occurred.
The following messages appear at severity 4:

Settings have been changed through the serial connection

Settings have been changed through the network by User "name"

Severity Level 5, Notice: normal but significant co ndition has occurred.
The following messages appear at severity 5:

Master MO has been connected

Satellite (number) has been connected

Sensor (number) has been connected

SSL Key has been reinitialized through the serial connection
System has been restarted through the serial connection

Power Supply A of Master restored

Power Supply B of Master restored

Auxiliary Power Supply of Master restored

Power Supply A of Satellite (number) restored

Power Supply B of Satellite (number) restored

I/O Extension Module has been connected

Rule (number) : Outlet (number) of Master has been switched ON
Rule (number) : Group (humber) has been switched ON

Rule (number) : Dry Contact Output (number) has been opened
Rule (number) : Mail "subject" has been sent to "name"
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Severity Level 6, Informational: informational mess ages
The following messages appear at severity 6:

System has been started

Date & Time have been synchronized to a Network Time Server
User "name" : Outlet (number) of Master MO has been switched ON
User "name" : Group (number) has been switched ON

Dry Contact Input (number) has been open

Dry Contact Input (number) has been closed

Dry Contact Output (hnumber) has been open

Dry Contact Output (hnumber) has been closed

Mail "subject” has been sent to "name"

Session opened by user "name”

Severity Level 7, Debug: debug-level messages
Power Switch Master doesn't generate Severity Level 7.

Pinout of the RJ11 6/6 x-Bus connector

123456

L

RJ11 6/6 FRONT VIEW

Pin Signal

+Vout (+7V / 100mA)

GND

RS485 - B

RS485 - A

GND

oUW [IN|F

+Vout (+7V / 100mA)

The power supply delivers a voltage of 7V +-10% for a load of 100mA. The output is overload protected and
protected against polarity inversion. The xBus connectors of both Power Switch Master and Satellite have
the same features and pinout.

The symmetrical pinout of power output (+Vout) and GND prevents the risk of short circuits if the RJ11
connector is inverted.
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Technical Data

Network standards

IEEE 802.3, 10/ 100 BASE-T

Network protocols

TCP/IP, HTTP

Network connection

Max. network cable length

Serial connection

SSL Technology

Nominal input voltage

Input power outlet

Output voltage

Output power outlet

Maximum total current

LEDs

Operating temperature

Operating humidity

Dimensions (LxDxH)

Weight

Approvals

RJ-45 connector for UTP CAT5
100 meters (not included)
RS232, SUB-D 9 female
Version 2 and 3

230 V/50Hz

IEC-320

230 V/50Hz

IEC-320

2x10A

1 for Power Supply A

1 for Power Supply B

8 for the Power Outlets status

1 for System Status

4 for Dry Contacts Output Status
1 for Network traffic

1 for Network Speed 10 / 100 Mbits/s
0T to +40C

10% to 80%

437 x 107 x 42 mm

2 kg

CE, EN55022 & EN55024
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